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Advanced Details

Blocked No Action Required

Actions

Risk Name Web Attack: Fake Scan Webpage 39
Attacking COmputer  BARB-PC (192.168.200.10, 65435)
r— VW seCuTyAurpC.comyprobabilty/ Gfference/extremes/

dlearly.htriPcid=wEHBMSNNGFE4COTQGDSLIDBQ.
Destination Address.  vww.security4urpc.com (162.250.189.227, 80)

Source Address 192.168.200.10 (192.168.200.10)
Traffic Description |  TCP, Port 65435

Network traffc from BARB-PC matches the signature of 3 known attack. The attack
was resuied from \DEVICE\HARDDISKVOLUME2\WINDOW/S\SYSTEM32\
DLLHOST.EXE. To stop beng notfied for this type of traffic, in the Actions panel,
cick Stop Notifying Me. Network traffic from www.security4urpc.com/
probability/ difference/ extremes/clearly.htmI?
‘cid=w8HBMSNNGFE4COTQGDSLIDBQ matches the sgnature of a known attack.
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Alert summary

Severity  Activity

@ Hgh | blocked.

Advanced Details

An intrusion attempt by BARB-PC was

Date & Time

Tuesday, February
23, 2016 7:27 PM

Status Recommended Action
Blocked No Action Required
Actions

Risk Name
Attacking Computer
Attacker URL
Destination Address
Source Address

Traffic Description

Web Attack: Fake Scan Webpage 39

BARB-PC (192.168.200.10, 50068)

www.security4urpc.comyprobabilty| dfference/extremes/
clearly.htmi?cid=WVELQ4ILMKFA40TQUGTOOILG

162.250.189.227, 80
192.168.200.10 (192.168.200.10)
TCP, Port 50068

Network traffc from BARB-PC matches the signature of 3 known attack. The attack
wias resuted from \DEVICE\HARDDISKVOLUMER\WINDOWS\SYSTEM32\
TASKHOST.EXE. To stop being notiied for this type of traffic, in the Actions panel,

Stop Notifying Me|
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ciick Stop Notifying Me. Network traffic from www.security4urpc.com/ ‘Smart Firewall

probability/ difference/ extremes/ dlearly. html?

cid=wWVELQ4IL MKFA40TQOGTOOILG matches the signature of a known attack. The K4
n©nn-





