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Project 1
Introduction


This review was conducted to study the Department of Veteran Affairs (VA) weaknesses in areas known from audits, in accordance with new guidance from Executive order (EO) 13636 Improving Critical Infrastructure Cyber Security, the Presidential Policy Directive (PPD) 21 Critical Infrastructure Security and Resilience, the proposed Cyber Security Act of 2012, May 2011 Cyber Security Legislative Proposal, Government Accountability Office (GAO) audit, the Office of Management and Budget audit (OMB), and VA’s own Directive 6500 . This research provides professional guidance and research on how to provide a better service to VA customers, employees, and third party associates using the CIA Triad. This paper will outline three points of analysis specifically from the legislative proposals, the Executive Order, and the Presidential Policy Directive along with a summary serving as a guide to help create a better cyber security framework to include, roles, responsibilities, and countermeasures based off the aforementioned articles. This paper will briefly break down three points of analysis, I believe VA has to follow; “develop a framework of cyber security standards and best practices for protecting critical infrastructure”, “review of cyber security regulatory requirements”, and “organizing research and development to enable secure and resilient critical infrastructure, enhance impact-modeling capabilities, and support strategic Department of Homeland Security (DHS) guidance.” (Cybersecurity Executive Order, 2013)

Cyber Security Framework


Scholars’ opinions differ regarding the new campaign to reinforce our nation’s cyber security critical infrastructure. Some argue that this process of enhancing standards and best practices has been around for years. Others argue that legislation and presidential guidance is now requiring deliverables, timelines (which will make government and private sectors work more efficiently to develop better regulations), policies, and laws. With our government agencies and private sectors combining efforts, intent is to spread this knowledge, internationally, to our allies. Noting that there has been guidance, this debate could virtually be a topic in itself. The National Institute of Standards and Technology (NIST) have been publishing information security handbooks for agencies to adopt for their security operating procedures. Agencies like GAO and the OMB have been auditing agencies for compliance. The Department of Veteran Affairs has been notified of their findings, and there were deficiencies found. The basic principles of protecting information system security were found to be unfit and none compliant in regards to regulatory and legislative requirements. Before VA can develop a cyber security framework that matches the intent of the Presidential Policy and Executive Order, they must first meet baseline requirements. The information provided below is from GAO’s audit conducted on the Department of Veteran Affairs Facilities, and information systems.  The list below will become evident of why Washington is worried.

	GAO’s Violations/ Findings
	Recommendations from findings
	
	

	* Securing Information and Systems
	- “Complete implementation of VA’s baseline set of configuration settings”
	
	

	* Lack of Access Controls
	- “Acquire and deploy a tool to monitor compliance with FDCC”
	
	

	*Configuration Management
	- “Develop, document, and implement a policy to monitor compliance with FDCC”
	
	

	* Segregation of Duties
	-“ Ensure that FDCC settings are included in new acquisitions and that products operate effectively using these settings”
	
	

	* Contingency Planning
	- Use the OMB framework for implementation
	
	

	* Security Management
	- Sustained leadership, management  commitment, and effective oversight
	
	

	* Security Training
	- Implementation of a “comprehensive information security program”
	
	

	* Malicious Attacks
	- Mitigate known security vulnerabilities such as computer, and sensitive information. 
	
	

	*The risk of unauthorized use, disclosure, tampering, theft, and destruction
	- Create reports on the systems whose controls were tested and evaluated, along with contingency plan, certification and accreditation.
	
	


Cyber Security Regulatory Requirements


The list above is a prime example of a lack of implementation. The VA needs to do a better job of understanding the requirements set forth by either legislation (laws), executive orders ( Presidential Directives), NIST special publications (SP) (Standards/Guidance), and agency guidance (enforcement agencies like GAO and OMB). These regulatory mechanisms drive and influence standard policy. The Department of Veteran Affairs needs to understand the importance of policy and develop a policy development life cycle to attain desired objectives. 

Organization and Resilient Critical Infrastructure
When researching the findings from GAO’s testimony, I noticed that some of the same issues addressed in the article were also covered in the VA directive 6500 (VA Security Policy). GAO’s testimony stated nothing about systems being out of date, just that they need configuration, certification, accreditation, and implementation. These action words are the task that needs to be completed, by contractors, DA civilians, third party vendors, or managers of the company. The fact of the matter is that it’s not being done to satisfactory needs, or completed within a timely manner. This issue can occur when you have limited staff, poorly trained employees, poor management, or company policy is missing. If we dissect this issue further we can throw out the missing policy, it’s clearly addressed in VA Directive 6500. Without factual evidence, I wouldn’t believe that VA has a limited staff when it has, “5.6 million patients, compensates 4 million veterans/beneficiaries, and maintains nearly 3 million gravesites at 163 properties.”(Department of Veterans Affairs Strategic Plan, 2010). This issue now leaves us with two possibilities: poorly trained employees, and or poor management. Poorly trained employees go hand-in-hand with poor managers. VA is a prime example of a government agency not understanding program management or cyber security procedures. Thus is why the congress and the President of the United States are getting involved.                                                            

Summary
 In summary, VA needs to regroup, rethink, gather facts, by accounting for all information systems internal to the company and understanding not only the regulatory requirements, legislative requirements, but also understand the external environment of the vast cyber security threats. Also, moving forward the VA needs to learn and retailer their cyber security framework policy to reduce incidents and negative audits, to meet the demand of the future. The mission statement in a company is very valuable to a staff when guidance is missing. Recommend that VA’s focus on the basics of security development in areas as follows; “conduct security risk assessments, develop security policies and approval processes, develop technical infrastructure to deploy policies and track compliance, train end users on policies, along with staff, and monitor compliance” (Wilshusen, 2010) . In order to complete these task VA is going to have to migrate to the cyber security framework as directed in current executive orders, and Presidential directives. 
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